Instalando Agente Snare em plataforma
) n Windows

Data altima revisdo: 24/03/2009 versao: 5

Descricao: Descreve como instalar, a partir de um arquivo o
Snare em maquinas Windows, para que seja possivel direcionarmos os logs do eventviewer do
Windows para o OpMon(OpLogs).

AVISO: Em caso de problemas em qualquer passo do procedimento, enviar o contetido da

tela para a OpServices pelo email (suporte@opservices.com.br).

A instalacdo é composta por 1 arquivo:
SnareSetup-3.1.3-MultiArch.exe

Observagao: Os valores em vermelho podem alterar, dependendo do sistema alvo e da
geracdo do pacote, além disso podem existir algumas dependéncias que deverao ser satisfeitas

para o completo funcionamento dos plugins.

1. Procedimentos para compilacdao
a) Logar como “Administrador” no servidor alvo.

b) Execute o arquivo SnareSetup-3.1.3-MultiArch.exe, e clique em “Next” conforme
mostra a figura abaixo.

Welcome to the Snhare Setup
Wizard

Thiz will inztall Snare werzion 3.7.3 on pour complker.

It iz recommended that pou cloze all other applications befare
continuing.

Click Mest to continue, ar Cancel to exit Setup.

i Mest » I [ Cancel



mailto:suporte@opservices.com.br

c) Selecione o diretério da instalagdo, conforme mostra na figura abaixo.

B |

o' Setup - Share - E

Select Destination Location
wihere zhould Snare be installed??

___J Setup will install Snare into the following folder.

To continue, click Mest. IF vou would like to select 3 different folder, click Browse,

Erowse, ..

At least 0.7 MB of free dizk space iz required.

| < Back |I_ﬂe:-ct> I [ Cancel ]

d) Selecione o diretdrio da instalagdo, conforme mostra na figura abaixo.

o Setup - Share : = 1

SrT e

Select Start Menu Folder
Where should Setup place the program's shorbcuts?
Setup will create the program's shortcuts in the following Start kenu folder.

To continue, click Mest. IF you would like to zelect a different folder, click Browse.

Inters ect Alliance Browsze...

[ £ Back ]I Mext - I[ Cancel

e) Selecione a opgdo 'Yes' e clique em 'Next' na tela abaixo.



ST RE

Snare Auditing

Do pou want SHNARE to take owver control of wour Ewventlog Configuration™?
[Recommended]

If you wizh, SNARE can be configured to manage pour EventLog configuration.
SHARE will zet the Event Configuration on the Local Machine, and waill

recursively zet file auditing on your lozal files, bazed on the Objectives you configure.
Howewver, thiz will overnde any exizhing audit zettings on the local machine.

Mate that thesze values can be changed in the 'Configuration’ zection of the SHARE
remote control interface.

Do pou want SHARE to take ower control of your Ewentl og Configuration’?
[Recommended]

#1 Yes
Mo

[ < Back ]I M et I [ Cancel

f) Selecione a opcao da imagem abaixo e clique em 'Next'.

SrETRE

Remote Control Interface
Wwhould wou like to uze the SMARE Remaote Control Interface?

The SHARE Remote Control Interfface provides an admiriztrator with access to
configure and monitar the SHNARE agent wvia a web interface. Without this feature, the
regiztiy iz the only available method o update the SHARE agent configuration.

whould wou like to enable this feature? wiould vou like to password protect access ta the
interface’? [HIGHLY Recommended!]

) Yes - with password [currently "snare']
) Yes - with password, local access only

(*) Yesz - with MO paszword, local access anly

) Mo

[ < Back ]l M et > I [ Cancel




g) No passo abaixo basta clicar em 'Install'.

= Setup - Snare

Ready to Install
Setup iz now ready to begin installing Snare on your compter.

Click Inztall to continue with the installation, or chck Back if pou want to review or
change any settings.

Dreztination location:
C:\Arquivos de programashSnare

Start b e folder:
InterSect Aliance

[ < Back ]I Irztall I [ Carcel

|

h) Abaixo clique em 'Next'.

1= Setup - Snare

Information
Fleasze read the following important information before continuing.

When you are ready to continue with Setup, chck Mext

Snhare - Audit and EventLog analyzis and forwarding

Copuright 1393-2002 InterS ect Allance Pty Lid
http: A A intersectalliance. coms

Fleaze zee the READRMME . T=T file for zoftware infarmation
and licence conditions.




i) Clique em 'Finish' para finalizar a instalacao.

Setup - Snare

f&s* Completing the Snare Setup
= wWizard

r

MGENT FOR WWINDOWS

Setup has finished installing Snare on vour computer. The
application may be launched by zelecting the inztalled icons.

Click Finish to exit Setup.

| <Back || Finish |

j) Através de seu navegador padrdo acesse a pagina 'http://localhost:6161' para
configurar as opg¢oes de envio de logs. As configuracdes devem ser realizadas conforme as imagens
abaixo:

Menu 'Network Configuration'

INTTEeR\ o SNARE for Windows

ALLIANCE

Latest Events SNARE Network Configuration

Metwork Configuration

R te Control Confi 1] . . . L .
emate ton RLLRTELT The following network configuration parameters of the SMARE unit is set to the following values:
Dbjectives Configuration

view Audit Service Status Override detected DNS Mame with:
Apply the Latest Audit Destination Snare Server address op_da_OFrON
Configuration
Destination Port 514
Perform a scan of ALL objectives, and di%lay the 0

maxirnum criticality?
Allow SNARE to automatically set audit configuration? O

Allow SMARE to automatically set file audit
configuration?

Export Snare Log data to a file? O

Enahle active USE auditing? 0
(This option requires the service to be fully restarted)

Enable 5v5LOG Header?
SYSLOG Facility Syslog [+
5¥5LOG Priority Criical [ ]

| Change Configuration l’ FesetFarm ]



http://localhost:6161/

Menu 'Objectives Configuration”

Latest Events

SNARE Filtering Objectives Configuration

Networ: Configuration

Remote Control

i i The following filtering objectives of the SNARE unit are active:
mlifeeiiires Action o no [Event ID User User |General
Configuration Required Criticality Include/Exclude Event ID Match Include/Exclude Match Match Return Event Src
View Audit Service Failure
Statu .
e — |critical Include Process_Events Include * emd.exe Error  |Application
Apply the Latest Audit Warning
Configuration
Failure .
— |Critical Include lUser_Group_Management_Events [Include * * Error  |Security
% Warning
|
— |critical Include Reboat_Events Include * Faillure |System
o Failure .
— |Critical Include Security_Palicy_Events Include * Error  |Security
Warning
Delete Failure
citial  |Include * Include * =y ?Stlﬁ:gtiun
Warning op

Select this button to add a new ohjective,

[c) Intersact Alliance Pty Ltd 1999-2007, This site iz powered by SHARE for Windows,



k) Clique na opgdo mostrada na imagem abaixo para aplicar as configuracoes
realizadas.

INTFeR\ o 1 SNARE for Windows

ALLIAMNCE

Latest Events SNARE Version 3.1.3 Status Page

Network Configuration

Crenrin G e e Snare for Windows is currently active.

Objectives Configuration

view Audit Service Status () Intersect Alliance Pty Lkd 199%-2007, This site is powered by SHARE for Windows,

Apply the La:hst Audit

ConfigurWion

Apos a conclusdo do procedimento, informar a OpServices através do email
suporte@opservices.com.br para que possa ser feito os testes necessarios e a configuracao dos itens a
serem monitorados no referido servidor.



